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Abstract: Many real-time systems operate in safety-critical environments. Testing of
these systems is hard in principle and can never guarantee full coverage. So a method
for formally proving correctness is desirable. Another problem in real-time system
design is the determination of deadlines and periods of time-critical processes as a
prerequisite of the scheduler design. We want to use Hybrid Automata (HA) to tackle
both problems. HA are a formal language that is equipped with semantics and thus
accessible to formal analysis. We introduce the syntax and semantics of a new class
of HA called Parameterized Linear Hybrid Automata and demonstrate its advantages
by modelling a typical real-time control system using an extended version of the tool
HieroMate.

1 Introduction

Real-time systems are often employed in safety-critical environments, such as avionics and
automotive electronics, where correctness is essential and failure may have catastrophic
consequences. Validation of such systems is a necessity. However, all validation methods
have to tackle the additional complexity that arises from the timing constraints. In practice
mainly testing is employed, but as it covers only a finite set of execution traces, it can
never archieve full coverage, and thus cannot guarantee safety.

An important part of the design of safe time-critical systems is the scheduling. In order to
solve the scheduling problem, the Worst Case Execution Time (WCET) and the deadlines
and periods of all time critical processes have to be determined. While there has been
much effort in deriving the WCET, the deadlines and periods are usually subject to the
system designer.

We propose to use Hybrid Automata (HA) for the verification and the determination of
the real-time conditions at the same time. Besides other advantages, the use of a formal
modelling language like HA prevents the ambiguity that often occurs in natural language
specifications. HA are equipped with a formal semantics that makes them accessible to
formal analysis.
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In this paper, we introduce a new class of HA – Parameterized Linear Hybrid Automata
(PLHA) – that is capable of handling parameterized models. We give complete definitions
for its syntax and semantics. We then demonstrate the usage of this class by modelling a
typical real-time control system.

The paper is organized as follows. In the next section we introduce the class of Parame-
terized Linear Hybrid Automata. In section 3 we briefly describe the tool HieroMate and
in section 4 we present a typical real-time control system and model it. We close with the
discussion of related and future work in sections 5 and 6.

2 Parameterized Linear Hybrid Automata

A Hybrid System is a dynamical system that features both continuous and discrete state
transitions. Every real-time system is a Hybrid System, since the pass of time can be
interpreted as a continuous state change. Additionally, real-time systems often interact
with physical entities like sensors and actuators that are Hybrid Systems by themselves.

Hybrid Automata (HA) were introduced by [Hen96] and are a formal modelling language
for Hybrid Systems. Informally said, they resemble finite state machines that are aug-
mented with continuous variables and differential equations to describe the continuous
domain behaviour.

The state of a HA has two parts – a discrete part, which corresponds to a node of the
automaton, and a continuous part, which is reflected by the valuation of its variables.

There are several types of constraints that may restrict the discrete and the continuous state
transitions. The invariant of a node limits the continuous state statically, i.e. the continuous
state may never evolve out of the bounds given by the invariant. The flow condition of a
node limits the continuous state changes dynamically. The flow condition is usually given
as a system of differential equations or differential inequalities. Jump constraints are added
to the edges. They determine if an edge is enabled and they may alter the valuation after
the edge has been taken.

There exist many different classes of Hybrid Automata. For verification purposes there has
been much work on so called Linear Hybrid Automata (LHA). In essence, LHA restrict (1)
all jump constraints and invariants to be linear, (2) all jump constraints to affect the values
of variables only by resetting them to constant values, and (3) the flow to be bounded only
by intervals on the first derivative.

When modelling a real-time system, many state transitions of interest cannot be phrased
directly using LHA. One of them is the relative bounded error, i.e. a jump constraint that
sets the new value of a variable relative to the last valuation like y′ ∈ [0.9 · x, 1.1 · x].

These transitions can be approximated using LHA, but this results in a loss of precision
and in a blow-up of the state space. We propose to relax the definition of jump constraints,
so that bounded errors can be expressed directly. Moreover, we add parameters to the
model. Parameters represent arbitrary values which do not change during one execution
of the system.
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2.1 Syntax

In this section, we give a complete definition of syntax and semantics of the class of
Parameterized Linear Hybrid Automata. In this definition we will use the terms linear
constraint and linear dynamic constraint. Linear constraints are conjunctions of linear
inequalities and will be used to formulate invariant and jump constraints. Linear dynamic
constraints are linear constraints where each inequality may only contain one variable and
will be used to specify flow conditions.

Definition 1. Given a finite alphabet Σ of identifiers (Σ∩R = ∅). We define the following
concepts inductively:

1. The set of linear terms ΘΣ: Let a ∈ R, σ ∈ Σ, and θ1, θ2 ∈ ΘΣ:

θ ∈ ΘΣ :⇐⇒ θ = σ | aσ | θ1 + θ2

2. The set of linear constraints ΦΣ: Let c ∈ R, and θ ∈ ΘΣ, φ1, φ2 ∈ ΦΣ:

φ ∈ ΦΣ ⇐⇒ φ = true | θ ≤ c |φ1 ∧ φ2

3. The set of linear dynamic constraints ΦD
Σ : Let a, c ∈ R, σ ∈ Σ, and φ1, φ2 ∈ ΦD

Σ :

φ ∈ ΦD
Σ ⇐⇒ φ = true | aσ̇ ≤ c |φ1 ∧ φ2

We furthermore define abbreviations for ≥, =, and the binary − in the obvious way.

Using these concepts, we can now define the syntax of PLHA.

Definition 2. A Parameterized Linear Hybrid Automaton is a 10-tuple H = (Q, X, P,
S, E, Inv, F low, Jump, q0, Init), where Q,X,P, S are finite and mutually disjoint sets
and

• Q is the set of nodes,

• X is the set of variables,

• P is the set of parameters,

• S is a set of synchronisation labels,

• E ⊆ Q×Q× S is the set of edges,

• Inv : Q→ ΦX∪P assigns an invariant to each node.

• Flow : Q→ ΦD
X assigns a flow constraint to each node.

• Jump : E → ΦX∪X′∪P assigns a jump constraint to each edge e ∈ E. X ′ is the
set of primed variables (X ∩X ′ = ∅), and prime : X → X ′ : prime(x) = x′ is a
bijective function.
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• q0 ∈ Q is the initial node, and

• Init ∈ ΦX∪P is the initial constraint.

Given two Hybrid Automata, we can syntactically define the composed automaton that
behaves like executing both automata concurrently. The components communicate on
synchronization labels and variables they share and otherwise behave independently.

2.2 Semantics

The definition of a HA state differs from the definition that is known from finite state
machines. Concretely, the state (q, v) of a Hybrid Automaton is composed of two compo-
nents: the discrete component q ∈ Q denotes the node while the continuous component
v : X → R is a valuation function that assigns a real value to each variable. A state is
admissible, if the valuation does not violate the invariant of the current node.

State transitions between admissible states are divided into two classes, discrete transitions
and continuous transitions.

• Discrete transitions follow edges, they are instantaneous and can change the discrete
component of the state. The jump constraint of the edge is used to limit the valuation
before and after the transition.

• Continuous transitions follow flow constraints, they simulate the pass of time and
leave the current node unchanged. The flow constraint limits the set of functions by
which the evolution can happen by bounds to their first derivative.

We will now give formal definitions of constraint satisfaction and the two kinds of state
transitions.

Definition 3 (constraint satisfaction). Given a parameter valuation p : P → R, a variable
valuation valX : X → R p-satisfies a linear constraint φ ∈ ΦX∪P (written as valX |=p

φ), iff one of the following conditions holds:

• φ = true

• φ = φ1 ∧ φ2 and valX |=p φ1 and valX |=p φ2

• φ = θ ≤ c and val(θ) ≤ c with

val : ΘX∪P → R, val(θ) =


a · val(σ) if θ = aσ

val(θ1) + val(θ2) if θ = θ1 + θ2

p(θ) if θ ∈ P
valX(θ) else

A function f : R+
0 → (X → R) satisfies a linear dynamic constraint φ ∈ ΦD

X (written
f |=D φ) iff
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• φ = true, or

• φ = φ1 ∧ φ2 and f |=D φ1 and f |=D φ2, or

• φ = aσ̇ ≤ c and a · d
dtf(t)(σ) ≤ c.

Definition 4. Given a parameter valuation p : P → R. Between the admissible states
(q1, v1) and (q2, v2) there is

• a continuous state transition wrt. p, iff q1 = q2 and there is a function f : R+
0 →

(X → R) such that v1 = f(0), v2 = f(te), te ≥ 0 and f |=D Flow(q1),

• a discrete state transition wrt. p, iff there is an s ∈ S such that e = (q1, q2, s) ∈ E
and v′ |=p Jump(e), with

v′ : (X ∪X ′)→ R, v′(x) =

{
v1(x) if x ∈ X
v2(prime−1(x)) else

We say a state (q2, v2) is p-reachable directly from a state (q1, v1) if there is a discrete or
continuous state transition wrt. p from (q1, v1) to (q2, v2). A state (qn, vn) is p-reachable
in finitely many steps from (q1, v1) if there is a finite sequence (q1, v1)(q2, v2) . . . (qn, vn)
where each state is p-reachable from its predecessor. Given a parameter valuation p : P →
R, an admissible state (q, v) is p-initial, iff q = q0 and v |=p Init.

Definition 5 (reachability). Given a parameter valuation p : P → R, a state is p-reachable,
if it is reachable in a finite number of steps from a p-initial state.

The reachability problem is to determine if there is parameter valuation p such that a set of
given states is p-reachable. For the analysis of real-time systems, this set usually represents
unsafe states. If such a state is p-reachable, the system is considered unsafe.

The parameter analysis problem is to divide the parameter space into two sets: Safe pa-
rameters, where it is guaranteed that no unsafe state is p-reachable and unsafe parameters,
for which at least one unsafe state is p-reachable.

3 HieroMate: A Tool to Model and Analyse Hybrid Automata

HieroMate was originally presented in [MS09] as a tool for graphical specification and
verification of Hierarchical Hybrid Automata (HHA). HHA are Linear Hybrid Automata
that are extended by a node hierarchy, inspired by UML activity diagrams. The tool serves
as a front-end for a model checking engine that is written in a Prolog dialect that supports
constraint logic programming. HieroMate assists the user in specifying HA by supporting
graphical specification and on-the-fly syntax checking.

HieroMate has been extended in order to support the class of Parameterized Linear Hybrid
Automata as proposed in this paper.
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The analysis method basically reduces down to a state exploration algorithm that creates a
system of linear inequalities on-the-fly. A state is reachable, if the corresponding inequal-
ity system has at least one solution. This can be checked for instance by means of linear
programming.

The parameters resemble normal variables in this inequality system. If an unsafe state
is reached, all non-parameter variables are eliminated from the inequality system using
Fourier-Motzkin elimination [DE73]. The resulting system contains only parameters and
represents an unsafe subset of the parameter space. If all unsafe parameter sets have been
enumerated in this way, the remaining parameter set is safe.

This method does not always terminate, because PLHA can be reduced to a class of para-
meterized timed automata, for which the reachability problem is known to be undecidable
[Pur99]. However, we are convinced, that the method will terminate in most cases of
practical interest or that at least some insight can be derived even from an incomplete set
of unsafe parameter regions.

4 The Fuel-Tank Example

We illustrate the use of PLHA for the modelling and analysis of real-time control systems
by the following example that was proposed originally by [Zö05].

Consider a fuel distribution system on an air plane, which consists of multiple fuel tanks
and pumps. We look at one of these tanks that directly sustains an engine. The engine
steadily consumes the fuel. To ensure safety of the system, it has to be guaranteed that the
tank may never run dry, more explicitly the fuel level may never fall below some critical
value Fcrit. The tank can be refilled by a pumping system from other tanks. The current
fill-level F is constantly measured by a fill-level sensor. All elements of this system cause
some imprecisions or latency:

The sensor date may have a relative error of at most 10%. Moreover, when the controlling
process reads the sensor date, it has an age between 10 ms and 50 ms. The fuel is consumed
at a rate varying between 0.1 l

s and 20 l
s . The controlling process is preemptable and has a

period and deadline of ∆p. Its minimal execution time is ∆re. The actuation system has
a lag time that is bounded by Lmin and Lmax.

4.1 Modelling

The modelling using Hybrid Automata is usually carried out componentwise. Here it
is obvious to select four components, namely the tank, the sensor, the actuator and the
controller. We will now sketch the communication between the these components. Sub-
sequently, we will illustrate some of the modelling decisions that led to the component
automata which can be found in Fig. 1.
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falling

F: Ḟ ≥ −20
Ḟ ≤ −0.1

I: F ≥ Fcrit

F = F0

stable

F: true
I: true

critical

F: true
I: true

on
on

onF = Fcrit

(a) Tank

writing

F: ĊS = 1
ṀS = 0
ṀS,I = 0

I: CS ≤ 0.05

WS,I = F0

CS ≥ 0

sensing

F: ĊS = 1
ṀS = 0

I: CS = 0

C ′S ≥ 0.01 ∧M ′S ≥ 0.9MS,I ∧MS ≤ 1.1MS,I

M ′S,I = F ∧M ′S = MS ∧ C ′S = 0

(b) Sensor

on/off

F: true
I: true

starting

F: ĊA = 1
I: CA ≤ Lmax

start

C ′A = 0

CA ≥ Lmin

on

start

C ′A = CA

(c) Actuator

start

F: ĊC,P = 1
I: CC,P ≤ ∆p

preread

F: ĊC,P = 1
ĊC,R = 1

I: CC,P ≤ ∆p

postread

F: ĊC,P = 1
ĊC,R = 1
ṀC = 0

I: CC,P ≤ ∆p

end

F: ĊC,P = 1
I: CC,P ≤ ∆p

CC,P ≥ ∆reCC,P ≥ ∆re

C ′C,P = CC,P

∧C ′C,R = 0

C ′C,P = CC,P ∧ C ′C,R = CC,R ∧M ′C = MS

CC,R ≥ ∆re
∧MC ≥ I

∧C ′C,P = CC,P

start

CC,P = ∆p ∧ C ′C,P = 0

(d) Controller

Figure 1: PLHA models of the system components. The flow and invariant constraints are annota-
tions of nodes and denoted by ‘F:’ and ‘I:’, respectively. Synchronization labels are in bold print,
non-shared synchronization labels are omitted.

4.1.1 Communication

Signals. Signals are modelled by synchronisation labels. Therefore the labels for each
component automaton are divided into three disjunct sets, namely In, Out and Ignore. In
contains the labels that model ingoing signals, Out contains the labels that model outgoing
signals, Ignore contains the signals that are not processed be the component. In the fuel-
level example, there are two signals: the controller sends the signal ‘start pump’ to the
pump, the pump ‘sends’ the signal ‘pump is running’ to the tank.

An important concept in order to avoid modelling errors is input-enabledness [LT87]: For
every admissible state of a component there should always be an edge for each label in In
enabled. This ensures that outgoing signals can always be sent, and the receiver does not
unintentionally block the sender’s behaviour.

Shared Variables. The second option for communication between two components are
shared variables. Usually these are values that are written by one component and read
by other components. In our example the sensor measures the current fill-level F and the
controller reads the memory of the sensorMS . As a rule, each shared variable should have
exactly one owning component. Only this owner should be allowed to change the value of
that variable by Flow- and/or Jump-constraints. This ensures that contradictory Flow- or
Jump- constraints cannot provoke unintended behaviour of the combined automaton.

INFORMATIK 2011 - Informatik schafft Communities 
41. Jahrestagung der Gesellschaft für Informatik , 4.-7.10.2011, Berlin

www.informatik2011.de 

erschienen im Tagungsband der INFORMATIK 2011 
Lecture Notes in Informatics, Band P192 
ISBN 978-3-88579-286-4

weitere Artikel online: 
http://informatik2011.de/519.html 



4.1.2 Component Automata

Tank. The continuous state of the tank is solely defined by its fill-level F . In normal
operation, the fuel level is falling steadily. This mode is represented by the node falling.
When the pump is enabled, the fuel level is considered to be stabilized; this is modelled
by the node stable. We add an additional node critical to the component, in order to make
the safety requirement explicit. Initially, the tank is filled with an amount F0 of fuel which
is a parameter of the system.

Sensor. When the controlling process reads the sensor date, the age of this date is guar-
anteed to be between 10 ms and 50 ms. Without any further knowledge of the sensor’s
internal structure, it can be modelled by ensuring, that the timespan between the actual
sensing of the fuel level and the writing to the shared variable MS is always between
10 ms and 50 ms. To do so, we introduce an additional variableMS,I that buffers the actu-
ally read value internally before it is written to the shared variable MS . Moreover we add
a clock variable CS that is used to regulate the length of the sensing/writing cycle. In the
measuring process there is an error bounded to be at most 10%. Thanks to the expressive-
ness of PLHA, this can be modelled directly by M ′S ≤ 1.1MS,I and M ′S ≥ 0.9MS,I .

Actuator. The actuator of the system is a pump that has a lag time between Lmin and
Lmax. It can be modelled by a typical bounded response automaton. The control flow
of a bounded response automaton stays in one node until some event (in this case start)
occurs. Then it moves to another node, where it stays for some time which is regulated by
the invariant and the jump constraint. Then it moves back to the initial node sending the
response event.

Controller. In a first approximation, the controller consists of two parts, the scheduler
and the actual process. The scheduler has to ensure, that the process is executed once in
every ∆p-time frame. But it can preempt the process arbitrarily. The process on the other
hand reads the sensor memory and then decides whether to turn on the pump. If modelled
naively this way, the model contains a Zeno loop, i.e. the preemption/continuation can
happen infinitely often in a finite period of time. To avoid this behaviour there are two
possibilities: either to restrict the minimal interruption or execution time to a finite interval
or by a step of abstraction. To represent preemptability in the latter approach, there can
be an arbitrary amount of time between each step of the controlling process as long as all
steps are done in the ∆p time frame.

We introduce a clock variable to measure the period CC,P and the run time CC,R. We
also introduce an internal variable MC that caches the read value from the sensor. In
accordance with [Zö05], we want to determine a minimal value of MC for which a critical
state can just be avoided. For this we introduce a parameter I .
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4.2 Analysis

The given model has been analysed using the HieroMate tool. In the case of only two
parameters, the results agree with the results derived in [Zö05]. A complete analysis of
the 7-parameter system is still ongoing work. For example, a method to present the 7-
dimensional results in an understandable manner to the user has to be developed.

5 Related Work

There are several tools for model checking of linear hybrid automata [HHWT95, Fre05]
from which only HyTech is able to handle parameterized models. However all analysis
tools are restricted to LHA which do for instance not allow the direct modelling of bounded
error.

Moreover, no existing approach to use Hybrid Automata in order to analyse parameterized
models [HWT96, FJK08] is based on a formal definition of semantics. They only give a
vague description of the behaviour of their automata.

There has been effort in employing formal methods for the derivation of real-time condi-
tions [SAT10], but this method is limited to integers for both, the domain of coefficients
and the parameters. This makes the approach inapplicable for most practical systems.

[Zö05] introduced a method for the derivation of real-time conditions that has similar
results to the method presented in this paper. However, the analysis has to be carried out
manually and does not give a formal model of the system in question as an intermediate
step that can be used to implement the system.

6 Conclusion and Future Work

In this paper we presented a modelling language for real-time systems. It is expressive
enough to model at least simple examples and is equipped with a formal semantics. This
makes the model unambiguous and communication about the model more precise. More-
over, the formal semantics allow a formal analysis of the model. The model can be en-
riched with parameters. As a result, the designer of the real-time system does not have to
make all design decisions manually but can derive some of them during the analysis.

However, the performance of the analysis is an issue, because the modelling and analy-
sis is an iterative task. If the analysis fails, the designer might want to refine the model
and re-run the analysis. HieroMate does already handle the state explosion problem by
on-the-fly composition of the component automata. But the solving of the linear inequal-
ities and the Fourier-Motzkin elimination are computationally expensive. Therefore, in
future work, HieroMate shall be extended using the counter-example guided abstraction
refinement approach described in [FJK08].
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The presentation of the resulting parameter sets is a subject of future investigation. Cur-
rently, HieroMate displays the plain inequality systems, that remain after the Fourier-
Motzkin elimination. This system is hard to interpret for the user and important rela-
tionships of the parameters are hard to see.
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